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Abstract: Objective — In the digital transformation era, the integrity of personal data has become essential for
maintaining trust and ensuring the sustainability of digital services. This paper aims to systematically review how
data privacy violations affect public trust and progress toward Sustainable Development Goals (SDGs), especially
SDG 9 (infrastructure and innovation) and SDG 16 (strong institutions and justice).

Methodology — This study adopts the Systematic Literature Review (SLR) approach based on Kitchenham’s
framework. Relevant articles from 2021-2025 were retrieved from Scopus, IEEE, Springer, and ScienceDirect using
a predefined search string aligned with PICOC. A total of 19,504 records were screened, and 36 high-quality studies
were selected after applying inclusion/exclusion criteria and quality assessment tools (e.g., CASP, AMSTAR).
Findings — The review reveals that sectors such as education, healthcare, and smart cities are increasingly adopting
data protection technologies including encryption, federated learning, differential privacy, and blockchain.
However, many still face regulatory, infrastructural, and human literacy gaps. Breaches in personal data
significantly reduce public trust, impair the exercise of digital rights, and pose ethical and operational risks for
achieving SDGs.

Limitations — The study is limited by the timeframe (2021-2025) and focuses primarily on peer-reviewed literature.
Practical insights from developing countries may be underrepresented due to database indexing limitations.
Contribution — This review contributes a cross-sectoral synthesis of technological and regulatory practices for data
protection, identifies key challenges, and outlines a strategic roadmap for policymakers and technologists to
integrate ethical data governance for sustainable digital futures.
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1. Introduction data, serious concerns have arisen regarding security
In the era of increasingly rapid digital transformation, and privacy [6]. The rise in data breaches and non-
personal data has become a strategic asset that is transparent information collection practices reveal the
widely utilized in various sectors of life [1]. In the weakness of the existing protection system, both in
world of education, data such as student academic terms of regulation, technology, and individual
achievement and teacher evaluations are not only awareness [7].

assessment tools, but also the foundation for improving Personal data protection is a human right recognized by
the quality of education and building a collaborative the constitution and international law [8]. Therefore,
culture through co-creation involving all stakeholders systematic efforts are needed through policies such as
[2]. A similar role is also seen in the health sector, the General Data Protection Regulation (GDPR) and
where personal information is a major pillar in the the Privacy by Design approach so that digital systems
process of diagnosis, treatment, and medical research are designed from the start with ethical and security
[4]. The government has also adopted a similar principles. In this context, research on data protection
approach in developing smart cities that integrate is becoming increasingly important, because data is no
cross-sector data to improve public services longer just a passive archive, but has become the main
holistically [5]. basis for public policy and technological innovation
Not to be left behind, the industrial sector is utilizing [9].

data through Internet of Things (IoT) technology, by The fact that individuals consciously or unconsciously
processing various data formats to automatically continue to share data through educational
control systems and improve operational efficiency [3]. applications, digital health services, online government
However, along with the widespread use of personal systems, and IoT devices, shows the high dependence

on the digital ecosystem [3]. When the protection
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system is inadequate, the risk of misuse increases.
Various cases of data leaks at the global level show that
this vulnerability is not only technical, but also reflects
weak regulations and low public literacy—especially
in developing countries like Indonesia before the
enactment of Law No. 27 of 2022 [10].

The urgency of this research is further strengthened
when linked to the Sustainable Development Goals
(SDGs), especially SDG 16 which emphasizes the
importance of accountable institutions and SDG 9
which encourages safe and inclusive digital
infrastructure. Without reliable data protection, public
trust in technology will decline, and fair and
sustainable digital transformation will be difficult to
achieve [11].

Thus, this research has significance not only in
strengthening the legal and technical aspects of
personal data protection, but also in shaping the digital
literacy culture of society. This is an important first
step in building an ethical, safe, and equitable digital
ecosystem for all parties.

2. Methods

This study uses the Systematic Literature Review
(SLR) approach as guided by Kitchenham [12], to
ensure that the process of collecting and analyzing
literature is carried out systematically, structured, and
accountable. The selection of this method is based on
the need to obtain a deep and comprehensive
understanding of the topic being studied.

The SLR stages begin with the planning phase, where
researchers first examine the urgency of conducting a
literature review. At this stage, research questions are
formulated clearly, accompanied by the preparation of
work procedures that will serve as guidelines for
implementing the study.

Next, the research enters the implementation phase,
which includes the process of searching, selecting, and
analyzing relevant scientific articles. Of the many
publications found, only sources that meet the criteria
for quality and topic relevance are selected. Each
article is then reviewed in depth to identify important
information, find patterns, and compile a synthesis that
answers the research questions.

Finally, the results of the entire process are
summarized in the reporting phase, with the aim of
presenting findings in a concise and easy-to-
understand manner. This report is expected to be not
only useful for academics, but also to be a valuable
reference for policy makers and the wider community,
so that the research results can provide real
contributions to the development of science and
practice in the field.

3. Research Question

Research questions are a key element in any systematic
review, as they form the basis for formulating the focus
of the review and the direction of the analysis. In this
study, the process of formulating research questions
follows the approach of Kitchenham [12], which
emphasizes the importance of a strong methodological

structure to produce a comprehensive and meaningful
literature review.

One of the methods used to formulate research
questions is the PICOC framework—namely
Population, Intervention, Comparison, Outcome, and
Context. This framework helps to clearly identify the
scope of the study. In the context of this study,
Population refers to digital systems that manage
personal data (such as educational platforms, digital
health services, and industrial IoT). Intervention
includes data protection policies and technologies such
as GDPR, the Privacy by Design principle, and
encryption. Comparison compares systems that have
not adopted maximum data protection. The outcomes
include increased data security, public trust, legal
compliance, and contributions to achieving the SDGs.
Meanwhile, the Context is the era of digital
transformation with massive online data exchange in
various sectors.

Based on the PICOC analysis, three main research
questions were formulated. First (RQ1), how do digital
sectors such as education, health, and government
implement the principle of personal data protection
amidst digital transformation. Second (RQ2), what
technologies and ethical approaches are most widely
used to maintain data privacy, and how effective is
their implementation at the global and national levels.
Third (RQ3), what impact does a personal data breach
have on public trust, individual digital rights, and the
achievement of the Sustainable Development Goals
(SDGs).

4. Search Strategy

To answer the research questions in depth, the
literature search process was carried out systematically
and comprehensively, with the aim of identifying
relevant, reliable, and up-to-date scientific
publications. The search focused on highly reputable
journals indexed in databases such as Scopus, IEEE
Xplore, SpringerLink, and ScienceDirect, to ensure the
validity and quality of the sources used.

The initial stage began with the formulation of a search
string based on the PICOC elements (Population,
Intervention, Comparison, Outcome, Context), which
reflect the core of the research study. The keywords
used include terms such as "data protection",
"privacy", "personal data", "digital transformation”, to
"Privacy by Design". To ensure completeness of
coverage, Boolean operators such as AND, OR, and
NOT were used carefully so that the search results were
right on target.

One example of a search string used is: ("personal
data" OR "data privacy" OR "data protection") AND
("digital transformation" OR "smart city" OR "IoT")
AND ("regulation" OR "governance" OR '"privacy
law" OR "GDPR"). The search string was designed to
cover a wide range of data protection topic
combinations in the context of digital transformation
and regulatory governance.

Inclusion and exclusion criteria were then set to filter
the most relevant articles. Only publications within the
last five years (2021-2025) and in English were
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considered. Articles that did not directly address the
context of personal data protection, or were merely
opinions without empirical support, were excluded
from the selection process.

More than just a technical process, this literature search
was also conducted with a reflective and critical
approach. Each publication was reviewed not only
from a technical and legal perspective, but also from a
social and ethical perspective. With this approach, the
search process became an integral part of a contextual
and nuanced scientific exploration, enriching the
understanding of the dynamics of personal data
protection in various sectors.

5. Study Selection Criteria

After the initial search process yields a large number of
publications, the screening and selection phase of
studies is a crucial step to ensure that only the most
relevant and high-quality literature is analyzed. This
process is carried out carefully by combining an
objective approach and a contextual understanding of
the issue of personal data protection in the digital era.
To that end, strict selection criteria were applied. Only
articles that explicitly discuss personal data protection,
digital privacy, or data regulation in the context of
digital transformation, smart cities, IoT, and modern
information systems were included in the review. This
focus is important to capture the actual dynamics that
are developing amidst the flow of global digitalization.
The selected literature comes from highly reputable
journals such as Scopus, IEEE, Springer, Elsevier, and
ACM, and was published in the last five years (2021—
2025) and in English. We prioritize studies that present
in-depth and relevant empirical findings, systematic
reviews, or conceptual frameworks.

Conversely, publications that are only opinions, do not
focus on the issue of personal data protection, are
duplicates, or are not fully available are excluded from
the review. This selective approach is taken to maintain
the accuracy, integrity, and depth of analysis in
compiling the literature review.

The selection process is carried out in stages—starting
with an initial evaluation through the title and abstract,
then continuing with a thorough review of the contents
of the article (full-text review). The assessment is
carried out by two researchers independently to ensure
objectivity, and any differences of opinion are resolved
through open discussion.

With this rigorous and transparent approach, we not
only ensure the validity of the results but also
demonstrate a commitment to scientific quality. The
results are expected to provide a sharp, reflective, and
meaningful understanding of the challenges and
opportunities in personal data protection amidst the
ever-growing digital transformation.

6. Quality Assessment

After the relevant studies have been successfully
selected, the next stage is to systematically and in-
depth assess the quality of the publications. This step
is important to ensure that only truly credible and

methodologically sound literature is used as the basis
for the analysis. The assessment is carried out not only
based on the reputation of the journal or indexing, but
also by examining the structure of the study, the
appropriateness of the methodological approach, and
the clarity in presenting the results and discussion.

To guide this process, quality assessment instruments
such as the Critical Appraisal Skills Programme
(CASP) and AMSTAR are used as references, with
adjustments to the context of the study of personal data
protection. This approach provides a systematic
framework for assessing the scientific value of an
article fairly and comprehensively.

Each publication is assessed based on five main
criteria. First, clarity of research objectives, namely the
extent to which the article formulates explicit
objectives that are relevant to the issue of personal data
protection. Second, the appropriateness of the
methodology, which assesses whether the approach
used is able to answer the research questions
appropriately and in a structured manner. Third, the
credibility of the data source, which emphasizes the
importance of using valid and verifiable references or
data.

The fourth criterion is the strength of the analysis and
argumentation, namely the extent to which the research
results are critically reviewed and logically connected
to previous findings. Finally, openness to limitations is
also assessed, which reflects the reflective quality of
the author in recognizing the limitations of his study
and suggesting directions for further research. Through
this assessment process, the literature review does not
only become a collection of references, but develops
into a solid and responsible foundation for
understanding the issue of personal data protection
scientifically and contextually.

Each article that passed the initial selection was then
assessed using a simple quality scale, namely a score
of 1 for low, 2 for medium, and 3 for high. The
assessment was carried out by two researchers
independently to maintain objectivity. If there were
differences in scores, an open discussion was held until
a mutual agreement was reached.

This assessment process was designed not only to be
methodologically rigorous, but also to remain fair and
respectful of the context of the research being
analyzed. The goal was to ensure that only relevant,
reliable literature that has meaningful scientific
contributions was used in this study. This approach
helps build a strong foundation for analysis of personal
data protection issues in the digital era.
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Each article that passed the initial selection was then
assessed using a simple quality scale, namely a score
of 1 for low, 2 for medium, and 3 for high. The
assessment was carried out by two researchers
independently to maintain objectivity. If there were
differences in scores, an open discussion was held until
a mutual agreement was reached.

This assessment process was designed not only to be
methodologically rigorous, but also to remain fair and
respectful of the context of the research being
analyzed. The aim was to ensure that only relevant,
reliable literature with meaningful scientific
contributions was used in this review. This approach

helped build a strong foundation for analysis of the
issue of personal data protection in the digital era.

Of the total 19,504 articles searched, only 36 studies
met all quality criteria. Most of them came from highly
reputable journals, namely 24 from Q1 journals, 7 from
Q2, 2 from Q3, and 3 from Q4. Full details of the list
of articles can be found in Table 3, while the
distribution of years is presented visually in Figure 4.

Table 3. Publication categories

No Kategori Publikasi Qty
1 Q1 24
2 Q2 7
3 Q3 2
4 Q4 3

Number of Articles
14

12

10

2021 2022 2023 2024 2025

Year

Figure 4. Final articles per year (After study selection

and quality assessment).

7. Data Extraction
After the articles have gone through the selection and
quality assessment process, the next stage is data
extraction, which is an important foundation in
constructing research analysis and synthesis. This
process aims to extract key information from each
selected study and organize it in a structured format for
easy comparative and thematic review.
The extraction was carried out carefully and with great
care, such as assembling pieces of information into a
complete picture of the dynamics of personal data
protection—both in terms of practices, challenges, and
policies that apply in various sectors and countries.
Each article was analyzed using a systematically
compiled data extraction form, covering a number of
key components relevant to the focus of the study.
These components include:
1. Study Identity: recording the title, author, year,
journal, and institutional affiliation.
2. Research Objectives: the main focus of the study,
whether related to policy, technology, user
awareness, or a multidisciplinary approach.
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3. Study Context and Area: location and sector of the
study, such as education, health, government, or
industry.

4. Research Methodology: type of approach
(qualitative, quantitative, mixed), data collection
techniques, and analysis methods.

5. Main Findings: summary of the study results,
including successes, challenges, and
recommendations related to data protection.

6. Legal and Regulatory Aspects: references to
policies such as GDPR, the Indonesian PDP Law,
or the Privacy by Design principle.

7. Contribution to SDGs: the relevance of the study
results to sustainable development goals,
especially in terms of equity, institutional
governance, and sustainable technology.

8. Study Limitations: authors' acknowledgement of
the limitations of the study and their impact on the
interpretation of the results.

By using this extraction framework, the
analysis process not only becomes more systematic,
but also more reflective and meaningful, enabling a
comprehensive understanding of personal data
protection issues in the digital era.

8. Result And Discussion

After a systematic data extraction process, a
number of important findings were obtained that
describe the state of personal data protection in the
digital era from various sectors, regions, and
methodological approaches. These findings not only
provide factual information, but also open up space for
reflection on the real dynamics and challenges in the
field.
RQ1: Digital transformation encourages sectors such
as education, health, and government to adopt data
protection policies and technologies. However, the
level of readiness and success varies greatly,
depending on infrastructure, regulations, and user
digital literacy [13]. In the education sector, student
data is now a strategic element in learning
management. Although principles such as data
minimization and consent-based access are starting to
be applied, the understanding of teachers, parents, and
students is still limited, resulting in privacy
vulnerabilities [15].
Technologies such as encryption and access control
have been used to keep data secure, but the challenges
are not just technical. Lack of digital literacy is a major
barrier to understanding complex privacy policies. On
the other hand, educational approaches such as training
and awareness raising are considered crucial to support
the success of data protection systems in educational
settings.
In the healthcare sector, patient personal data is
categorized as highly sensitive data because it concerns
medical conditions, disease history, and even genetic
information.  Regulations such as  GDPR
[16][17][18][19] and HIPAA have set strict limitations
on the processing of this data [9]. Although developed
countries have developed a well-established legal
system and security infrastructure, developing

countries still face major challenges—from the
absence of clear privacy policies, budget constraints, to
low awareness of medical personnel regarding the
importance of data protection [8].
The digitalization of public services also has a major
impact on data management in the government sector
and smart cities [29]. Technologies such as IoT and big
data do improve the efficiency and quality of services,
but they also present significant privacy risks.
Therefore, the government needs to promote a strong
policy framework, such as the principle of privacy by
design, and build a transparent, accountable, and
inclusive information system.
The findings also show that interoperability and
coordination between institutions remain critical
challenges [20]. The misalignment of technology and
legal standards hampers the effectiveness of data
protection, especially in the context of smart cities and
digital health services. An adaptive national
cybersecurity  system, independent  oversight
institutions, and synergy between stakeholders are
needed to maintain public trust.
Although regulations such as GDPR have been
implemented in many countries, the gap between
policy, implementation, and privacy culture is still
evident. Many people do not understand how their data
is used, do not read privacy policies thoroughly, and do
not have full control over data use consent [9][7][17].
This shows that data protection is not enough with
regulation alone, but also requires a holistic approach
that includes education, transparency, and public
participation [26].
After going through a thorough data extraction process,
we managed to identify several important findings that
reflect the state of personal data protection in the digital
era from various perspectives, geographical contexts,
and research approaches. These findings not only
provide a factual picture, but also open up space for
reflection on the dynamics, challenges, and
opportunities that are developing.

RQ2: What are the most widely used technologies and

ethical approaches to safeguard personal data security

and privacy, and how effective are they at the global
and national levels?

This systematic review identified that two main

approaches dominate efforts to protect personal data,

namely through digital security technologies and
regulatory-based ethical frameworks

[28][19][25][26][20][14]. These two approaches

complement each other in creating a safe, transparent

and accountable system.

From a technological perspective, various innovations

have been implemented to maintain data integrity,

confidentiality, and authentication. The most common
methods include:

1. End-to-end encryption and homomorphic
encryption, which maintain the confidentiality of
digital communications, including in cloud and
IoT systems [5] [16] [25] [29] [30] [31] [32].

2. Blockchain, which is used to ensure the
immutability and transparency of medical,
educational, and smart city data through
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cryptographic-based logging [16] [21] [24] [29]
[33].

3. Multi-Factor Authentication (MFA) and biometric
verification, such as fingerprints, which increase
the security of user identities [14].

4. Federated Learning (FL) and Differential Privacy
(DP), which allow data processing without the
need to move the data from its original source,
particularly relevant in the education and
healthcare sectors [16] [18] [21].

However, the effectiveness of technology is highly
dependent on human resource support and regulatory
alignment [15]. Advanced encryption technology, for
example, will not be effective if users do not
understand the importance of safeguarding credentials.
Even in healthcare institutions, poor use of electronic
medical record systems or staff non-compliance with
security policies can lead to data leaks.
To address the complexity of these challenges, ethical
and legal frameworks are key pillars. The Privacy by
Design (PbD) principle has been widely adopted
globally, emphasizing that privacy protection should
be built in early in the system development process [9].
Policies such as the GDPR in Europe have become
international standards, setting out important principles
such as legality, data minimization, and individual
rights over their personal data [33].
However, in many countries, including at the national
level, the implementation of policies such as GDPR
still faces various obstacles. Low digital literacy,
limited technological infrastructure, and weak law
enforcement are significant obstacles [15]. In some
areas, people do not understand the risks of data
sharing, and the IoT devices used are often unable to
run complex security algorithms. Regulatory
inconsistencies also make it difficult to interoperate
data across systems and countries.
This means that personal data protection cannot be left
solely to technology. A holistic approach is needed that
combines digital innovation with public literacy,
ethical awareness, and regulatory enforcement [18]. In
the context of smart cities, for example, massive data
collection must be accompanied by clear policies,
transparency of data use, and citizen involvement in the
decision-making process.
Finally, the study emphasizes that ethical and
transparent data governance is an important foundation
for successful digital transformation. In various
studies, the role of government, user involvement, and
the development of fair security standards are key to
creating a trustworthy digital ecosystem. Thus,
technology and ethics must go hand in hand in
maintaining people's privacy rights in the digital era.

RQ3: What impact do personal data breaches have on

public trust, individual digital rights, and the

achievement of sustainable development goals

(SDGs)?

Personal data breaches not only harm the individuals

directly affected, but also erode public trust in digital

systems and service providers

[17][15][81[341[51[32][9][28][22][26][13]. This is

most visible in the healthcare sector, where leaks of

medical information have caused people to fear and
hesitate to share their data even for essential public
services. In this situation, a sense of digital security
becomes a key requirement to encourage active citizen
participation in the digital ecosystem [15][22][26].
Another equally serious impact is on individual digital
rights, such as the right to privacy, control over
personal data, and the right to be forgotten [17][9][19].
Studies show that even in systems that use encryption
or differential privacy, personal information can still be
identified by combining data from various sources
[16][17]. Regulations such as GDPR exist to protect
these rights, but their implementation still faces
challenges in a complex and cross-border digital
environment.

Furthermore, data breaches can have implications for
personal and social security, including the risk of fraud,
discrimination, or algorithmic bias in artificial
intelligence (AI) systems [15][34][4][26][14]. In an
increasingly digital context, small errors in data
management can have serious consequences for
individuals and vulnerable groups.

Data breaches also have major implications for
achieving the Sustainable Development Goals (SDGs).
For SDG 9 (Industry, Innovation and Infrastructure),
failure to safeguard digital infrastructure can hinder the
progress of smart cities and technology-based services
due to loss of user trust [4][5].

For SDG 16 (Strong and Transparent Institutions), data
breaches reflect weak governance and oversight,
increasing the risk of manipulation and misuse of
information [15][17][22][5] [33][28][19][25][7][14].
Meanwhile, in SDG 17 (Global Partnership), the
success of collaboration across institutions and
countries depends heavily on trust in data management
[17][16]. Frameworks such as the Data Privacy
Framework (DPF) and Data Transfer Agreement
(DTA) are needed to maintain privacy in cross-border
data exchanges [28][19][3][2][20].

Thus, data protection is not just a technical or legal
issue, but also an issue of ethics, sustainability, and
social justice. The application of the Privacy by Design
principle, regular audits, public data literacy, and
ethical Al governance are key elements to building an
inclusive, safe, and responsible digital ecosystem.
These efforts will strengthen public trust and ensure
that technology plays a role in supporting, rather than
threatening, the future of sustainable development.

9. Conclusion

Amidst the rapid flow of digital transformation that has
changed almost all aspects of human life, personal data
protection has emerged as a crucial issue that can no
longer be ignored. Personal data is not just technical
information, but a representation of an individual's
identity, rights, and freedoms. Therefore, protecting
data means protecting human dignity in the digital era.
Through this systematic review, we found that
although many efforts have been made to strengthen
data  security regulations and technologies,
fundamental challenges still remain. The imbalance
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between technological progress and ethical awareness,
the inequality of policy implementation between
countries, and the low digital literacy of the community
are real obstacles in creating a safe and fair digital
ecosystem.

The studies analyzed also underline that data protection
not only impacts individuals, but is also closely related
to achieving global goals such as social justice, public
trust, and the sustainability of digital systems. In other
words, building strong personal data protection is part
of building an inclusive and civilized future.
Therefore, cross-sector synergy is needed: the active
role of the government in regulation and law
enforcement, the commitment of the industrial world
in implementing the Privacy by Design principle, the
contribution of academics in research and education,
and public awareness in understanding and demanding
their privacy rights.

This study is not an end in itself, but an invitation to
continue developing a more holistic and humane
approach to understanding and fighting for the
protection of personal data. Because ultimately, the
digital future we build today will reflect the values we
hold together: trust, responsibility, and humanity.
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