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Abstrak 

Konvergensi kecerdasan buatan-dari artificial general 

intelligence/AGI hingga artificial superintelligence/ASI-dan 

terorisme siber merupakan tantangan yang signifikan terhadap 

perdamaian, ketertiban, dan keadilan. Tantangan ini diatasi 

melalui penerapan hukum pidana dan penguatan keamanan 

nasional. Sayangnya, hingga saat ini, dimensi kebijakan hukum 

pidana Indonesia belum memberikan pertimbangan yang 

memadai terhadap masalah ASI. Harus diingat bahwa hukum 

pidana berfungsi untuk melindungi tiga kepentingan: negara, 

masyarakat, dan individu. Demikian pula, konsep ini dapat 

diterapkan pada konteks keamanan nasional, mulai dari 

keamanan negara, keamanan masyarakat, hingga keamanan 

manusia. Kegagalan untuk mempertimbangkan pengembangan 

ASI dapat mengakibatkan munculnya terorisme siber. Dalam 

kondisi seperti ini, tantangan yang sebelumnya dianggap biasa 

saja berpotensi berkembang menjadi ancaman bagi negara, 

masyarakat, dan individu. Melalui pendekatan interdisipliner 

dapat disimpulan bahwa konvergensi antara kemajuan dalam 

perkembangan kecerdasan buatan dan evolusi berkelanjutan 

dari kejahatan terorisme siber, telah memunculkan tantangan 

baru bagi keamanan nasional dan penegakan hukum pidana di 

Indonesia. 

Abstract 

The convergence of artificial intelligence—especially artificial 

superintelligence (ASI)—and cyberterrorism presents serious 

threats to peace, order, and justice. These threats require strong 

criminal law enforcement and robust national security strategies. 

However, Indonesian criminal law policy has yet to adequately 

address the risks posed by ASI. Criminal law traditionally 

protects the interests of the state, society, and individuals—an 

approach also relevant to national security. Ignoring ASI’s 

development could lead to increased cyberterrorism, turning 

overlooked risks into real threats. An interdisciplinary 
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perspective reveals that the growing intersection of AI and 

cyberterrorism introduces urgent new challenges for Indonesia’s 

national security and criminal law enforcement. 

INTRODUCTION 

How does Indonesia maintain peace, order, and justice in today's digital era 

when cyberterrorism crimes are committed using artificial intelligence (AI)? This 

question is an early warning to us that the combination of AI developments and the 

evolution of cyberterrorism has created a threat to national security, as well as a 

challenge for [criminal law enforcement] Indonesia penal policy. It is only right that 

the issues should be discussed among legal academics. There are four reasons. First, 

there is a massive development in AI technology. Second, the evolution of 

cyberterrorism crimes using AI. Third, Indonesia does not yet have legal regulations 

that criminalize the use of AI in cyberterrorism crimes. Fourth, the combination of 

these three situations has the potential to be a threat to Indonesia's national security 

as well as a challenge to [criminal law enforcement] Indonesia penal policy. 

One of the important issues in the study of future AI technology is the 

possibility of AI becoming an artificial superintelligence (ASI). ASI is significantly 

more intelligent than humans in all respects.1 This issue is controversial and still 

being debated. Nick Bostrom argues that humans face a real threat from 

superintelligence–which is not human-friendly.2 Bostrom suggested delaying or 

rethinking the development of AI into ASI, as it could threaten human existence. 

Bostrom's opinion received many responses from scholars, including Nicholas Agar. 

Agar argued that there is no need to worry about ASI because the problem faced is 

about control–a lack of solutions to the problem of control. According to him, a 

distinction must be made between problems that are currently unsolved, which have 

a rational hope for a solution, and those that have no hope for a solution. The 

problem of human-unfriendly superintelligence falls into the first category.3 So there 

is a rational hope for a solution to control human-unfriendly artificial 

superintelligence. 

The issue of control needs to be further criticized. What if the 

group/organization/individual who is the perpetrator of cyberterrorism can control 

the development of AI into ASI? As is known, cyberterrorism crimes can be carried 

out through social media which aims to create fear or terror in its targets in the cyber 

world. This is relevant to Bostrom's question, how can project sponsors who aim to 

develop artificial intelligence ensure that the project, if successful, produces artificial 

intelligence that can realize the sponsor's goals?4 I imagine what it would be like if 

cyber-terrorists could control and/or sponsor the development of AI technology into 

 
1  Anthony M Barrett and Seth D Baum, ‘A Model of Pathways to Artificial Superintelligence 

Catastrophe for Risk and Decision Analysis’ (2017) 29 (2) Journal of Experimental & Theoretical 
Artificial Intelligence, 397. 
<https://www.tandfonline.com/doi/full/10.1080/0952813X.2016.1186228>. 

2  Nick Bostrom, Superintelligence: Path, Dangers, Strategies (Oxford University Press 2014) 7. 
3  Nicholas Agar, ‘Don’t Worry about Superintelligence’ (2016) 26 (1) Journal of Evolution and 

Technology J. Evol. Technol. 73. <https://jetpress.org/v26.1/agar.htm>. 
4  Tim Mulgan, ‘Superintelligence: Paths, Dangers, Strategies’ [2015] 66 (262) The Philosophical 

Quarterly 198 <https://academic.oup.com/pq/article-lookup/doi/10.1093/pq/pqv034>; 
Bostrom (n 2). 
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ASI by the goals that terrorists want, fear and terror. This concern is based on cases 

where international terrorist groups/organizations use social media to commit 

cyberterrorism crimes. For example, al-Qaeda and ISIS/L use the internet (social 

media) to spread their ideology, spread content containing violent extremism that 

leads to terrorism, communicate between members, and recruit new members.5 

According to Alexander Sabar, in the last two decades (2001-2021), cyberspace 

has become an area of operation for terrorist networks to spread their influence. 

Sabar stated that in Indonesia, there are many terrorist crimes in the form of the 

distribution of provocative, agitative, and propaganda (PAP) content in cyberspace. 

This has a direct impact on the birth of independent terrorists (lone wolves)–terrorist 

actors who act alone due to the influence of PAP content on the internet.6 Not only 

that, it needs to be underlined that cyberterrorism is a form of terror transformation 

carried out by terrorists by using the internet network as a tool or target of attack. 

Cyberterrorism is transformed into a transnational crime–perpetrators and victims 

can come from any country.7 

The situation described above are not only unlawful but also pose a threat to 

Indonesia's national security. So to what extent is Indonesia prepared to deal with 

the threat or crime of cyberterrorism using AI? Efforts to maintain Indonesia's 

national security must be realized by protecting three objects of national interest, 

namely the state, society, and individuals. The protection is achieved through the 

establishment of a secure, tranquil, organized, and equitable environment. The law 

plays a pivotal role in this endeavor, serving as a mechanism to safeguard the three 

pillars of national interest. 

Nevertheless, it is noteworthy that, paradoxically, Indonesia has yet to enact 

legislation that specifically addresses the regulation of AI. In particular, there is a 

lack of specific regulation concerning the use of AI in the context of cyberterrorism 

crimes. Upon close examination of Law Number 5 of 2018 concerning the Eradication 

of Criminal offenses of Terrorism (Law No. 5 of 2018), it becomes evident that there 

is no mention of AI whatsoever. This is despite the fact that this legislation is a 

revision of Law Number 15 of 2003 concerning the Eradication of Criminal offenses 

of Terrorism (Law No. 15 of 2003). This situation gives rise to the question of whether 

Indonesia is operating within a legal vacuum. In light of this, it is pertinent to ask 

how Indonesia can protect its national interests in the event of a cyberterrorism 

threat or crime involving AI. 

In light of the above situations, I propose three points for discussion. First, it is 

necessary to consider why the state should protect its objects of national interest 

from cyber-terrorist crimes. Second, it is important to examine how the state can 

protect its national interest objects in the absence of a legal framework. Third, it is 

necessary to determine whether the state's national interest objects can be protected 

solely through the application of law. 

 
5  Sarah Menish-Geryk, ‘The Evolution of Terrorism Through the Use of Technology: Al-Qaeda and 

ISIS’ (Tesis, Idaho State University 2019) iv.  
6 Alexander Sabar, ‘Gelombang Baru Terorisme’ (Kompas.id, 2021) 

<https://www.kompas.id/baca/opini/2021/11/16/gelombang-baru-
terorisme?open_from=Search_Result_Page> accessed 12 November 2024. 

7  Ufran Ufran, ‘Kebijakan Antisipatif Hukum Pidana Untuk Menanggulangi Cyberterrorism’ (2014) 
43 (4) Masalah-Masalah Hukum, 529. 
<https://ejournal.undip.ac.id/index.php/mmh/article/view/11083>. 



4 JURNAL ILMU HUKUM: ALETHEA [Vol. 8, No. 2, 2025] 

DISCUSSION 

The development of artificial intelligence 

Artificial superintelligence (ASI) is defined as artificial intelligence that exhibits 

a level of intelligence that is significantly greater than that of humans in all domains. 

As posited by Anthony M. Barrett and Seth D. Baum, while ASI is not yet a tangible 

entity, some scholars have postulated that its advent is a potentiality that could 

materialize at some point in the future. Moreover, the creation of ASI could 

precipitate a global catastrophe of such magnitude as to potentially result in the 

extinction of the human race. In light of the considerable risks involved, it is 

imperative to conduct a thorough risk assessment of ASI and integrate the findings 

into decision-making processes pertaining to ASI research and development.8 

As Barrett and Baum have observed, the advent of artificial intelligence has 

introduced a new set of risks. However, there are indications that the level of 

intelligence exhibited by computers may eventually surpass that of their human 

creators. As Jean Pohl posits, we may be on the precipice of an intelligence explosion. 

He posits that should this scenario become a reality, AI will transition sequentially 

to what is currently referred to as Artificial General Intelligence (AGI) and then 

exponentially to what is commonly designated as Artificial Super Intelligence (ASI). 

AGI is anticipated to possess intelligence that is equal to or superior to that of 

humans in a multitude of domains. ASI is projected to exhibit a level of intelligence 

that far surpasses that of humans.9 

The term "Artificial Narrow Intelligence," or ANI, is also used interchangeably 

with the terms "weak AI" and "simple AI." At present, the current state of computer 

software is at the ANI level of intelligence. The design and development of computer 

programs is a process that is open to scrutiny, with humans playing a key role in 

defining the inputs and outputs. The majority of programs are designed to perform 

a specific function and can be mathematically proven to be safe or benevolent. Even 

in model-based architectures where the generation of source code is partially 

automated, the resulting code is designed by humans and the outcomes of code 

execution are largely predictable. 

The evolution of ANI can be delineated into three distinct phases, each marked 

by a seminal achievement in artificial intelligence. The initial phase encompasses the 

development of IBM's chess-playing computer, Deep Blue. The second phase is 

represented by IBM's Watson computer. The third and final phase is marked by 

Alphabet's AlphaGo.10 The three milestones can be said to exhibit distinctive 

characteristics. The advent of Deep Blue signified the advent of AI capable of strategic 

thinking, insight, and logical reasoning. Watson is equipped with the capacity for 

 
8  Barrett and Baum (n 1). 
9  Jens Pohl, ‘Artificial Intelligence: Extinction or Nirvana?’, 27th International Conference on 

Systems Research, Informatics, and Cybernetics (IIAS 2015) 1. 
10  Ragnar Fjelland, ‘Why General Artificial Intelligence Will Not Be Realized’ (2020) 7 (10) 

Humanities and Social Sciences Communications, 10 
<https://www.nature.com/articles/s41599-020-0494-4>; Paolo Bory, ‘Deep New: The Shifting 
Narratives of Artificial Intelligence from Deep Blue to AlphaGo’ (2019) 25 (4) Convergence: The 
International Journal of Research into New Media Technologies 627 
<https://journals.sagepub.com/doi/10.1177/1354856519829679>. 
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communication, as it is capable of comprehending human language. Meanwhile, 

AlphaGo, created by Alphabet, was developed using a human brain neuron model. 

The defeat of world chess champion Garry Kasparov by Deep Blue, an intelligent 

computer from IBM (International Business Machines Corporation), in 1997 was 

considered a breakthrough in the development of AI. Nevertheless, no one asserted 

that Deep Blue had attained general intelligence. For Murray Campbell, an expert in 

artificial intelligence at the IBM Thomas J. Watson Research Center, the victory was 

significant because it demonstrated the efficacy of their research methodology.11 The 

game of chess provides an illustrative example of the strategic capabilities, insight, 

and logical reasoning that computers are capable of. It also demonstrates their 

capacity to defeat their opponents. This represents a significant benchmark for the 

advancement of AI. 

Fourteen years later, in 2011, AI once again demonstrated its superiority over 

humans. This occurrence transpired in the context of a quiz show. Watson, an 

intelligent computer developed by IBM, outperformed two other contestants on the 

quiz show Jeopardy. This competition is distinctive in that contestants are provided 

with answers and then must identify the appropriate question. It demands a depth 

of knowledge and a degree of skill that is far greater than that required for a game of 

chess. The quiz questions encompass a diverse range of subjects, including science, 

history, culture, geography, and sports. Additionally, they may incorporate analogies 

and puns, which further contribute to the complexity of the questions. The quiz 

comprises three contestants, each vying to be the first to provide an answer. In 

addition to the aforementioned requirements, the ability to exercise restraint and 

refrain from answering incorrectly is also essential. Basically, Watson's victory is due 

to its ability to communicate in human language. Watson understands human 

language and operates based on it.12 This capability is derived from the advancement 

of natural language processing (NLP). NLP is a scientific discipline concerned with 

the development of machines that can manipulate human language. This entails the 

manipulation of data that exhibits characteristics analogous to those observed in 

human language, which manifests in written, spoken, and organized forms.13 

In 2016, AlphaGo, a computer program, was victorious over world champion 

Go player Lee Sedol in a five-game match held in Seoul, South Korea. Go is a board 

game that originated in China over two thousand years ago. It is regarded as a more 

intricate game than chess and is played by millions of people, particularly in East 

Asia. The historic event was documented in a film by director Greg Kohs, titled 

AlphaGo (2017).14 AlphaGo represents a significant advancement in the field of 

artificial intelligence, exemplifying the implementation of a strategy termed "deep 

reinforcement learning." This represents an example of an approach in AI research 

 
11  Larry Greenemeier, ‘20 Years after Deep Blue: How AI Has Advanced Since Conquering Chess’ 

(Scientific American, 2017) <https://www.scientificamerican.com/article/20-years-after-deep-
blue-how-ai-has-advanced-since-conquering-chess/> accessed 21 November 2024. 

12  Garreth Cook, ‘Watson, the Computer Jeopardy! Champion, and the Future of Artificial 
Intelligence’ (Scientific American, 2011). 

13  DeepLearning.AI, ‘A Complete Guide to Natural Language Processing’ (DeepLearning.AI) 
<https://www.deeplearning.ai/resources/natural-language-processing/> accessed 21 
November 2024. 

14 Greg Kohs, ‘AlpaGo - The Movie’ (Google DeepMind, 2017) 
<https://watchdocumentaries.com/alphago/> accessed 25 November 2024. 
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that is based on the paradigm of artificial neural networks. The concept of artificial 

neural networks is based on the structure of neural networks observed in the human 

brain. The human brain contains approximately one hundred billion neurons. Each 

neuron is connected to approximately 1,000 other neurons via synapses. This results 

in approximately one hundred trillion connections within the brain. Artificial neural 

networks are composed of artificial neurons, which are significantly more 

straightforward than their natural counterparts.15
 

The notable advancement of ANI serves to facilitate the development of AGI. The 

term "AGI," or "artificial general intelligence," is used to describe a level of cognitive 

capability that has been achieved by computers. This level of intelligence is 

characterized by the ability to perform a range of human-like cognitive functions, 

including reasoning, planning, problem-solving, abstract thinking, understanding 

complex ideas, learning quickly, and learning from experience. Indeed, AGI is 

regarded as the next stage of AI, with the potential to exceed human intelligence in 

all domains.16 The possibility of AGI is not implausible, as the concept has been a 

topic of discussion, investigation, and conjecture among academics and practitioners 

in the field of AI for an extended period.17 From programs capable of recognizing faces 

to those that can understand human speech, AI developers have made significant 

advancements in the design of AI systems that are capable of analyzing and 

interpreting data in meaningful ways. 

Nevertheless, contemporary AI is still a relatively limited form of intelligence, 

exhibiting the capacity to perform only a narrow set of tasks that have been explicitly 

programmed by humans. Consequently, researchers are striving to enhance AI's 

capabilities by developing systems that can elucidate complex concepts, engage in 

abstract reasoning, and learn in a manner that is less resource-intensive and more 

analogous to human cognition. AGI is regarded as a highly sought-after objective by 

numerous AI scientists. In recent years, a significant community of researchers has 

emerged with a primary focus on the original ambitious goal of the field of AI: the 

creation and learning of software or hardware systems with general intelligence that 

is comparable to, and potentially even greater than, that of humans.18 The pinnacle 

of artificial intelligence research is the development of artificial general intelligence, 

or AGI.19 The advent of AGI has brought about a profound transformation in 

numerous domains of human endeavor. AGI is being applied in a multitude of fields, 

including health, finance, manufacturing and automation, education, transportation 

and logistics, entertainment and media, law, retail and e-commerce, and the 

 
15  Fjelland (n 10). 
16  (Bostrom, 2014; Barrett & Baum, 2017; Torres, 2019; McLean et al., 2023) 
17  Torres (n 16); Alex P James, ‘The Why, What and How of Artificial General Intelligence Chip 

Development’ (2022) 14 (2) IEEE Transactions on Cognitive and Developmental Systems, 334. 
<https://ieeexplore.ieee.org/document/9390376>; Jayesh Rane and others, ‘Artificial General 
Intelligence in Industry 4.0, 5.0, and Society 5.0: Applications, Opportunities, Challenges, and 
Future Direction’ in Jayesh Rane and others (eds), Future Research Opportunities for Artificial 

Intelligence in Industry 4.0 and 5.0 (Deep Science Publishing 2024) 
<https://deepscienceresearch.com/index.php/dsr/catalog/book/4>. 

18  MaryAnne M Gobble, ‘The Road to Artificial General Intelligence’ (2019) 62 (3) Research-
Technology Management, 55. 
<https://www.tandfonline.com/doi/full/10.1080/08956308.2019.1587336>. 

19  Torres (n 16). 
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environmental field. It is evident that the implementation of AGI in these fields 

presents both opportunities and challenges for future prospects.20 

In his 2017 survey report, Seth D. Baum, the co-founder of the Global 

Catastrophic Risk Institute, demonstrated that at that time, numerous projects were 

already underway globally to develop AGI. The survey indicated that approximately 

45 such initiatives were underway. Notable examples include DeepMind, OpenAI, 

GoodAI, CommAI, CogPrime, SingularityNET, and the Human Brain Project.21 Of the 

45 efforts, 20 are affiliated with academic institutions, while the remainder are 

connected to private companies, public companies, nonprofits, and governments. As 

Baum notes, the overwhelming majority—40 in total—of these efforts are driven by 

humanitarian or intellectualist goals. In other words, these efforts are driven by 

genuine motivations that align with the collective benefit of humanity and the pursuit 

of intellectual advancement in fields such as science and mathematics. 

The exponential growth of artificial intelligence and its associated technologies 

has prompted experts to postulate that AI advancement may culminate in the 

emergence of artificial super intelligence, or ASI. The concept was first articulated by 

Nick Bostrom in his book Superintelligence: Path, Dangers, Strategies was published 

in 2014.22 In his review, Paul D. Thorn asserts that this book presents a 

comprehensive and rigorous examination of the potential risks associated with the 

advancement of AI.23  The term "super intelligence" is used to describe a level of 

artificial intelligence that has been achieved when computers have exponentially 

exceeded the level of human intelligence by several times–any form of intelligence 

that demonstrates capabilities that exceed those of humans in a wide range of 

domains.24 Computers are becoming increasingly sophisticated, and there are 

indications that their cognitive capabilities may eventually exceed those of their 

human designers. It is possible that we are on the cusp of an intelligence explosion. 

An AI explosion can be defined as a point in time when computers are capable of 

recursive self-improvement and self-awareness25. This concept was first defined by 

Irving John Good 1965-66, as the ability of ultra-intelligent machines (UTMs) to 

design better machines leading to ASI. 

Should such a scenario become a reality, it can be expected that AI will 

transition sequentially to what is currently referred to as AGI and then exponentially 

to ASI. AGI is anticipated to exhibit intelligence that is either equal to or superior to 

that of humans in a multitude of domains. Furthermore, ASI is projected to possess 

a level of intelligence that far exceeds that of humans.26 

 
20  Rane and others (n 17). 
21  Seth D Baum, ‘A Survey of Artificial General Intelligence Projects for Ethics, Risk and Policy’ 

(2017) 17 <https://gcrinstitute.org/a-survey-of-artificial-general-intelligence-projects-for-
ethics-risk-and-policy/>. 

22  Bostrom (n 2). 
23  Paul D Thorn, ‘Nick Bostrom: Superintelligence: Paths, Dangers, Strategies’ (2015) 25 Minds and 

Machines, 285 <http://link.springer.com/10.1007/s11023-015-9377-7>. 
24  Bostrom (n 2); Seth D Baum, Anthony M Barrett and Roman V. Yampolskiy, ‘Modeling and 

Interpreting Expert Disagreement About Artificial Superintelligence’ (2017) 41 Informatica 419 
<https://www.informatica.si/index.php/informatica/article/view/1812/1080>. 

25  Irving John Good, ‘Speculations Concerning the First Ultraintelligent Machine’ (1966) 6 Advances 
in Computers <https://www.sciencedirect.com/science/article/abs/pii/S0065245808604180>. 

26  Pohl (n 9). 
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The evolution of cyberterrorism 

The modus operandi of terrorism crimes has always evolved in the course of 

history. David C. Rapoport in his theory of Waves of Terrorism divides the evolution 

of terrorism into four waves:27 (1) First Wave, Anarchist (started in the 1880s); Second 

Wave, Anti-Colonial (started in the 1920s); Third Wave, New Left (started in the 

1960s); and Fourth Wave, Religious (started in 1979). Then in 2010, Jeffrey D. Simon 

formulated another wave, the Fifth Wave, namely Technology (Technological Wave).28 

The Five Waves of Terrorism Evolution demonstrates that terrorism has undergone 

and will continue to undergo evolutionary changes. In essence, the nature of 

terrorism has shifted from conventional to digital forms. The term "conventional 

forms" is used to describe terrorism that is committed in the physical world. In 

contrast, digital forms of terrorism refer to acts of violence committed in or through 

the virtual (cyber) domain, which is then designated as "cyberterrorism." In his 

analysis, Walter Laqueur asserts that the advent of the electronic age has rendered 

the phenomenon of cyberterrorism a tangible reality. A concept that was once the 

subject of science fiction, the doomsday machine, is now perceived as a tangible 

threat. Furthermore, Laqueur posited that the convergence of technology and 

terrorism portends an uncertain and frightening future.29 

In light of the advancements in AI, from ANI to AGI and now ASI, it is pertinent 

to inquire whether cyberterrorism crimes perpetrated through AI can be classified as 

part of the Fifth Wave of technological evolution. In order to answer this question, it 

is first necessary to gain an understanding of the concept and definition of 

cyberterrorism. The term "cyberterrorism" is defined in various ways, drawing on 

different concepts. This is evidenced by a survey conducted by Lee Jarvis and Stuart 

Macdonald on terrorism researchers30. In the words of Anna-Maria Taliharm,31 the 

concept of cyberterrorism is distinguished between two distinct understandings: a 

target-oriented (narrow) and a tool-oriented (broad) perspective. The two concepts 

are defined in two distinct ways. Firstly, cyberterrorism can be defined as politically 

or socially motivated attacks on computers, networks, and information, whether 

carried out through other computers or physically, which result in injury, bloodshed, 

or serious damage, or which cause fear. This is referred to as 'target-oriented 

cyberterrorism'. Secondly, all actions utilizing the Internet or computers to plan and 

execute terrorist activities are categorized as cyberterrorism (hereinafter referred to 

as 'tool-oriented cyberterrorism'). 

The concept definition of cyberterrorism which is outlined by Taliharm can be 

argued that AI can be situated within both of the aforementioned definitions. 

 
27  David C Rapoport, ‘The Four Waves of Rebel Terror and September 11’ (2002) 8 Anthropoetics 1; 

David Rapoport, Waves of Global Terrorism (Columbia University Press 2022) 
<https://www.degruyter.com/document/doi/10.7312/rapo13302/html>. 

28  Jeffrey D Simon, ‘Technological and Lone Operator Terrorism’ in Jean E Rosenfeld (ed), Terrorism, 
Identity and Legitimacy (Taylor & Francis e-Library 2011). 

29  Walter Laqueur, The New Terrorism: Fanaticism and the Arms of Mass Destruction (1st edn, Oxford 

Univerity Press 1999). 
30  Lee Jarvis and Stuart Macdonald, ‘What Is Cyberterrorism? Findings From a Survey of 

Researchers’ (2015) 27 Terrorism and Political Violence 657 
<https://www.tandfonline.com/doi/full/10.1080/09546553.2013.847827>. 

31  Anna-Maria Taliharm, ‘Cyberterrorism: In Theory or in Practice?’ (2010) 3 Defence Against 
Terrorism Review 59 <https://www.coedat.nato.int/publication/datr/volumes/datr6.pdf>. 
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Artificial intelligence can be viewed as both a target and a tool, each of which can be 

positioned in two distinct ways. When AI is positioned as a target, cyberterrorism 

crimes are committed with the objective of attacking the AI system. Conversely, when 

AI is positioned as a tool, cyberterrorism crimes are committed using and/or utilizing 

AI itself. The integration of AI with the Internet (Internet of Things/IoT) and 

computers allows for fundraising, surveillance, communication, and propaganda to 

be conducted online. This view is supported by the fact that today AI is always 

integrated with the Internet (Internet of Things/IoT) and computers. 

In her testimony before the Special Oversight Panel on Terrorism, Committee 

on Armed Services, US House of Representatives,32 Dorothy E. Denning argued that 

cyberterrorism represents the convergence of terrorism and cyberspace. In general, 

cyberterrorism is understood as unlawful attacks and threats of attacks on 

computers, networks, and the information stored therein carried out to intimidate or 

coerce a government or its people in order to achieve political or social goals. Denning 

further stipulated that for an act to be classified as cyberterrorism, it must result in 

violence against people or property, or at the very least, cause harm to a degree that 

instills fear. Examples of such attacks include those that result in death or bodily 

injury, explosions, aircraft crashes, water contamination, or severe economic loss. 

Acts of cyberterrorism may be perpetrated against critical infrastructure, contingent 

upon the severity of the impact. Attacks that disrupt non-essential services or are 

primarily disruptive to the detriment of the cause do not fall within the parameters 

of this category. 

Although this definition was published over twenty years ago, it remains a 

relevant framework for analysis, with the caveat that it requires critical examination. 

The crucial aspect to be scrutinized is the potential involvement of AI in 

cyberterrorism attacks perpetrated against computers, networks, and the 

information stored therein, including certain individuals or property, through the 

use of AI. This is feasible due to the fact that the advent of AI is inextricably linked 

with the advent of computers and the Internet. It is important to note that there is a 

complex interrelationship between AI, IoT, and computers, which can be 

conceptualized as a "love triangle." In the absence of the latter two, AI is unable to 

execute its operational processes. The Internet of Things (IoT) provides a source of 

learning materials in the form of Big Data for artificial intelligence (AI). Computers, 

meanwhile, provide the software and hardware for AI to carry out the learning 

process. It can be argued that AI is a kind of "sense" for computers, enabling them 

to know and understand something. The source of AI knowledge, therefore, comes 

from Big Data. With the capabilities of machine learning, deep learning, and natural 

language processing, AI can learn and make its own decisions based on deep 

learning. 

To protect the national interests 

The Constitution of the Republic of Indonesia of 1945 stipulates that the 

Indonesian Government is obliged to safeguard objects of Indonesia's national 

 
32  Dorothy E Denning, ‘Cyberterrorism’ (2000) 

<https://faculty.nps.edu/dedennin/publications/Testimony-Cyberterrorism2000.htm>. 
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interest, as set forth in the fourth paragraph of the opening of the Constitution of the 

Republic of Indonesia of 1945, which states: 

“Kemudian daripada itu untuk membentuk suatu Pemerintah Negara Indonesia 

yang melindungi segenap bangsa Indonesia dan seluruh tumpah darah 

Indonesia dan untuk memajukan kesejahteraan umum, mencerdaskan 

kehidupan bangsa, dan ikut melaksanakan ketertiban dunia yang berdasarkan 

kemerdekaan, perdamaian abadi dan keadilan sosial, ….” 

(“Furthermore, to form a Government of the State of Indonesia that protects the 

entire Indonesian nation and the entire homeland of Indonesia and to advance 

the general welfare, educate the nation's life, and participate in implementing 

world order based on independence, lasting peace and social justice,….”) 

The fourth paragraph outlines the objectives of the establishment of the State 

of Indonesia, one of which is to safeguard the Indonesian nation and its entire 

territory. In this context, the term "Indonesian nation" refers to the Indonesian 

people, while the term "Indonesian homeland" refers to the territory of the Unitary 

State of the Republic of Indonesia. It is the responsibility of the state to safeguard 

this national interest through a range of measures, including the implementation of 

legal frameworks. 

The objects of Indonesian national interest are integral to the country's national 

security and must be maintained and protected in various ways, one of which is 

through the implementation of legal measures. The law serves to provide legitimacy 

and legality for the national security framework, which is utilized for the protection 

of objects of Indonesian national interest. In order to ensure the maintenance and 

protection of objects of Indonesian national interest from a range of national security 

threats, including military, non-military, and hybrid threats, a robust security 

apparatus is required. Nevertheless, to date, Indonesia has yet to enact legal 

regulations pertaining to national security. Indeed, the enactment of these legal 

regulations can provide legal certainty and circumscribe the government's authority 

to address each national security threat.33 

In military field, AI could power autonomous weapons. For decades, the military 

has utilized autonomous weapons such as mines, torpedoes, and heat-seeking 

missiles that function based on simple reactive feedback without human control. 

However, artificial intelligence (AI) has now become part of weapons development. 

According to Kanaka Rajan, a professor of neurobiology at the Blavatnik Institute, 

Harvard Medical School, and her team, AI-powered autonomous weapons mark a 

new era in warfare and pose a real threat to scientific advancement and fundamental 

research.34 While in non-military, AI still has its influence. AI can interference and 

 
33  Marthsian Yeksi Anakotta and Hari Sutra Disemadi, ‘Melanjutkan Pembangunan Sistem 

Keamanan Nasional Indonesia Dalam Kerangka Legal System Penanggulangan Kejahatan 
Terorisme’ (2020) VI (1) Jurnal Keamanan Nasional 41, 43. 
<https://online.anyflip.com/jqnnb/gxxw/mobile/index.html>. 

34  Catherine Caruso, ‘The Risks of Artificial Intelligence in Weapons Design’ (Harvard Medical 

School, 2024) <https://hms.harvard.edu/news/risks-artificial-intelligence-weapons-design> 

accessed 24 April 2024; Jimena Sofía Viveros Álvarez, ‘The Risks and Inefficacies of AI Systems 

in Militar Targeting Support’ (Humanitarian Law & Policies, 2024) <https://blogs.icrc.org/law-

and-policy/2024/09/04/the-risks-and-inefficacies-of-ai-systems-in-military-targeting-

support/> accessed 24 April 2025. 
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the election and manipulation the democratic process itself, used in cybercrime and 

financial fraud. Even AI can attacks some critical infrastructure.35 

The advent of social changes and technological developments has precipitated 

a transformation in the modus operandi of cyberterrorism crimes, rendering it a 

hybrid threat. In the context of international security, the term "hybrid threat" is 

used by the NATO (North Atlantic Treaty Organization) to describe a situation in 

which an adversary employs a combination of conventional and unconventional 

means in a way that allows them to adapt their approach to achieve their objectives.36 

An alternative perspective is offered by the EU (European Union), which characterizes 

hybrid threats as multidimensional, combining coercive and subversive measures 

that employ conventional tools and tactics. Such threats are designed to be difficult 

to detect or attribute. These threats target critical vulnerabilities with the objective 

of creating confusion and impeding the ability of governments to make rapid and 

effective decisions.37 

The prevalence of cyberterrorism perpetrated by means of AI represents a 

significant threat to Indonesia's national security. Any and all aspects of life may 

potentially be targeted by such attacks. In the event that the Indonesian government 

is unable or unwilling to respond effectively to these threats, the consequences will 

be borne by individuals, societies, and the country as a whole. This, of course, 

betrays the national goals that have been mandated by the Constitution, which 

require the protection of the entire Indonesian nation and all of Indonesia's citizens. 

It is also important to note that national security is closely linked to the maintenance 

of the integrity and well-being of the state, society, and individuals. Thus, when 

national security is ensured, the subsequent objective, namely the welfare of the 

state, society, and individuals, can be attained.38 

Recalling the anticipatory policy of criminal law 

It is this author's opinion that the criminal offenses perpetrated by means of 

artificial intelligence can be addressed through the implementation of anticipatory 

criminal law policies. While this concept does not specifically address AI, it does 

provide a detailed account of how to effectively address the issue of cyberterrorism. 

The concept was first articulated by Ufran in his article, “Kebijakan Antisipatif 

 
35  Shlomit Wagman, ‘Weaponized AI: A New Era of Threats and How We Can Counter It’ (Harvard 

Kennedy School - ASH Center for Democratic Governance and Innovation, 2025) 
<https://ash.harvard.edu/articles/weaponized-ai-a-new-era-of-threats/> accessed 24 April 
2024. 

36  NATO, ‘Strategic Concept 2010’ (2010) 
<https://www.nato.int/cps/en/natohq/topics_82705.htm>. 

37  Darko Galinec, William Steingartner and Vinko Zebic, ‘Cyber Rapid Response Team: An Option 
within Hybrid Threats’, 2019 IEEE 15th International Scientific Conference on Informatics (IEEE 
2019) <https://ieeexplore.ieee.org/document/9119292/>; D Yu Bazarkina, ‘Countermeasures 
for Hybrid Threats: The Experience of the European Union and Its Member States’ (2022) 92 

Herald of the Russian Academy of Sciences S315 
<https://link.springer.com/10.1134/S1019331622100033>; Susana Sanz-Caballero, ‘The 
Concepts and Laws Applicable to Hybrid Threats, with a Special Focus on Europe’ (2023) 10 
Humanities and Social Sciences Communications 360 
<https://www.nature.com/articles/s41599-023-01864-y>. 

38  Franziska Zeligke A.L., Stalone Erio Kurniawan and Winardi Ginting, ‘Kebijakan Pertahanan 
Untuk Mencapai Sistem Keamanan Nasional’ (2024) 7 (1) Jurnal Kajian Stratejik Ketahanan 
Nasional 1 <https://scholarhub.ui.ac.id/jkskn/vol7/iss1/1>. 



12 JURNAL ILMU HUKUM: ALETHEA [Vol. 8, No. 2, 2025] 

Hukum Pidana Menanggulangi Cyberterrorism”.39 Ufran posits that it is imperative to 

consider the development of anticipatory criminal law policies with the objective of 

eradicating cyberterrorism as a prospective criminal phenomenon. 

In his analysis, it is demonstrated that cyberterrorism represents a 

transformation of terror carried out by terrorists through the use of the Internet as 

a tool or target of attack. This type of crime has evolved into a transnational criminal 

phenomenon. The perpetrators may originate from any country with legal 

consequences regarding identity, which has implications for determining the 

jurisdiction of the court. As previously stated, advancements in technology have 

facilitated the interconnection of computers with the Internet of Things and artificial 

intelligence. The interrelationship between these three entities presents a significant 

challenge for the development of criminal law policy. 

In light of the aforementioned concept, it is imperative that anticipatory policies 

be reformed in a manner that aligns with the evolving social landscape and 

technological advancements, both in the present and in the foreseeable future. The 

future in question is that of cyberterrorism crimes committed using AI. Accordingly, 

criminal law reform must address three fundamental issues: the definition of 

criminal offenses, the concept of criminal liability, and the relationship between 

criminality and punishment. 

In the context of national security, Indonesia’s New Criminal Code (Kitab 

Undang-Undang Hukum Pidana/KUHP) was formulation of criminal offenses by every 

person from aboard against the Indonesia’s national interests. It stated on Article 5 

(a), that the criminal provisions in the Law apply to any person outside the territory 

of the Unitary State of the Republic of Indonesia who commits a criminal offense 

against the interests of the Unitary State of the Republic of Indonesia related to, 

among others, state security or the process of constitutional life. Then the Criminal 

Code has also criminalized criminal acts in the field of information technology in 

Article 4 (c). However, these articles target human legal subjects and/or legal entities, 

not artificial intelligence. Thus, for me the Criminal Code still does not recognize 

artificial intelligence as a legal subject, even though artificial intelligence can commit 

criminal acts. 

The initial fundamental issue pertains to the criminal offenses themselves, that 

is, the actus reus. The issue of criminal offenses can be defined as the problem of 

actions that can be formulated as acts in contravention of criminal law. The 

regulation of terrorism crimes is addressed in Law No. 5 of 2018. However, with 

regard to cyberterrorism crimes, the legislation in question addresses only a limited 

aspect of this phenomenon. This legislation addresses the use of electronic devices 

in two distinct ways. Firstly, this is evident in the definition of threats of violence as 

set forth in Article 1, Section 4. Secondly, Article 12B, paragraph (3) defines the act 

of disseminating writings or documents for use in military, paramilitary, or other 

training, both domestically and abroad, with the intention of planning, preparing, or 

committing terrorist crimes and/or participating in foreign wars for terrorist 

crimes.40 

 
39  Ufran (n 7). 
40  Undang-Undang Pemberantasan Tindak Pidana Terorisme 2018. 
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Similarly, Law No. 9 of 2013, concerning the Eradication of Criminal offenses 

of Terrorist Financing (henceforth referred to as Law No. 9 of 2013), employs the term 

"electronic" in its capacity as a tool, as does Law No. 5 of 2018. However, it is 

employed in two distinct meanings. Primarily, the term "tool" is used to describe a 

means or medium of communication and information utilized in the context of 

terrorist activities. The term "tool" is defined in Article 1, number 14, with respect to 

the definition of documents. The document in question contains the phrase 

"electronically recorded," which pertains to documents that contain or are related to 

terrorism crimes. Secondly, the term "tool" is also used in the context of evidence, 

specifically in relation to items that are "stored electronically". The second meaning 

is more pertinent to the context of evidence in criminal trials. This illustrates the 

distinctive characteristics of terrorism crimes, which are classified as special 

offenses. 

It is regrettable that neither of the aforementioned legislative instruments offers 

a definition of the term "electronic." It seems plausible to suggest that the legislators 

deemed it unnecessary to define the term "electronic" anew, given that it is already 

defined in Law Number 11 of 2008 concerning Electronic Information and 

Transactions (hereinafter referred to as "Law No. 11 of 2008"). Nevertheless, it is 

pertinent to inquire whether the term "electronic" in the aforementioned articles, 

encompassing Law No. 5 of 2018, UN No. 9 of 2013, and Law No. 11 of 2008, can be 

interpreted as encompassing cyberterrorism crimes perpetrated through the use of 

AI. From another perspective, it is pertinent to inquire whether the term "electronic" 

also encompasses AI technology. This is a note for the formulators of laws, especially 

Law No. 5 of 2018 and Law No. 9 of 2013, that there is no explanation regarding the 

terminology "electronic." This lack of clarification raises questions about the intended 

scope and meaning of the term. The clarification of terminology utilized in legal 

statutes is of significant importance, as it facilitates legal certainty while constraining 

the scope of interpretation. Furthermore, it can preclude the formation of analogies 

by law enforcement officers within the criminal justice process. 

The aforementioned description underscores the notion that a criminal offense 

is derived from an act that is conceptualized as a criminal offense. That is to say, an 

act must be criminalized to be considered a criminal act. Muladi delineates a set of 

criteria that must be met for an act to be criminalized (or decriminalized). Firstly, 

criminalization must not engender the perception of "over-criminalization," which 

falls under the umbrella of "the misuse of criminal sanction." Secondly, 

criminalization must not be ad hoc. Thirdly, it must encompass elements of victims, 

both actual and potential. Fourthly, criminalization must take into account the 

analysis of costs and results, adhering to the cost-benefit principle. Fifthly, it must 

garner public support. The criminalization process must yield regulations that are 

"enforceable," allowing for the implementation of law enforcement. Additionally, 

criminalization must encompass elements of sub-sociality, which refers to actions 

that, while not inherently criminal, nevertheless cause harm to society. Furthermore, 

criminalization must be mindful of the fact that every criminal regulation imposes 

limitations on personal freedom and provides law enforcement officials with the 

potential to curtail that freedom.41 

 
41  BPHN, ‘Naskah Akademik Rancangan Kitab Undang-Undang Hukum Pidana’ (2015). 
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The eight criteria enumerated above are to be utilized as a reference for the 

legislator when regulating the position of a criminal offense committed by AI and/or 

using AI. This formulation carries implications for the conceptualization of criminal 

responsibility, as the conviction of a perpetrator is contingent upon the fulfillment of 

the criteria for the definition of the criminal offense, as well as the presence of guilt, 

which encompasses the capacity for responsibility. Absent either of these elements, 

the perpetrator cannot be convicted. This prompts the question of whether AI can be 

interpreted and or interpreted as “tool” as the term is used in Law No. 5/2018, Law 

No. 9/2013, and in various ITE Laws. 

Defining AI as a “tool” in the crime of cyberterrorism can be further analyzed 

using Anna-Maria Taliharm's concept of cyberterrorism, which is all actions utilizing 

the Internet or computers to plan and execute terrorist activities are categorized as 

cyberterrorism (hereinafter referred to as 'tool-oriented cyberterrorism'). The 

question of whether artificial intelligence (AI) can be considered a tool remains a 

subject of considerable debate. The advent of artificial superintelligence (ASI) has led 

to inquiries into the potential of AI to be defined as a tool. Moreover, it is pertinent 

to inquire whether the level of artificial superintelligence (ASI) has already reached a 

point that is equal to, or even exceeds, human capabilities. This predicament may 

present a significant challenge for criminal lawmakers in the future. It is therefore 

imperative to initiate a rigorous examination of this matter to ensure its inclusion in 

academic discourse. 

The second fundamental issue pertains to the question of criminal liability, or 

the mental state required for culpability. The issue of criminal liability can be defined 

as a problem of error. The issue of error in the context of terrorism crimes involving 

AI is a topic worthy of further investigation. One possible starting point for analysis 

would be to consider the question of who should be held responsible for a 

cyberterrorism crime: humans or machines (artificial intelligence)? 

The question of whether artificial intelligence should be held accountable for 

any errors or missteps remains a subject of debate. Currently, the concept of 

culpability is attributed exclusively to individual actors, that is, humans. It is only 

subsequent to the formal recognition of corporations as legal entities that they are 

held liable for any transgressions. It is precisely this capacity to incur criminal 

liability that confers upon a legal entity the status of a subject of legal concern.42 In 

this context, it is pertinent to consider the role of artificial intelligence. The question 

arises as to whether AI systems might also possess defects for which criminal liability 

could be attributed.43 

 
42  Fifink Praiseda Alviolita, ‘Pertanggungjawaban Pidana Korporasi Oleh Pengurus Korporasi 

Dikaitkan Dengan Asas Geen Straf Zonder Schuld’ (2019) 3 (1) Refleksi Hukum: Jurnal Ilmu 
Hukum, 1. <http://ejournal.uksw.edu/refleksihukum/article/view/2096>. In terms of 
corporate liability, it is known as the principle of strict liability which is the doctrine of corporate 
criminal liability adopted from the civil law doctrine, namely the doctrine applied in tort. In the 
event that the corporation violates or does not fulfill certain obligations/conditions/situations by 

the corporation, this is known as a “corporate offense”, “situational offense”, or “strict liability 
offences”. 

43  Criminal liability is only imposed on perpetrators who have guilt in criminal offenses. The fault 
is only attached to the legal subject, and AI is not a legal subject. Of course, the first thing to go 
is for AI to be recognized as a legal subject. However, to get there, it may still take a few more 
decades for criminal law to realize the massive development of AI in legal and technological traffic. 
It is the same when criminal law realizes the development of corporations in legal and economic 
traffic. 
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The culpability can be classified into two distinct categories: intentional and 

unintentional. Specifically regarding intentionality, two theories have been advanced: 

the volitional theory and the knowledge theory. The volitional theory posits that 

intentionality constitutes a deliberate will directed towards the realization of a 

specific objective, as delineated within the legal framework. This theory places 

emphasis on the prohibition of the intended goal. Conversely, the theory of 

knowledge posits that intent is the will to act, cognizant of the requisite (prohibited) 

components as delineated by the law, thereby emphasizing the prohibition of the act. 

Can it be provisionally concluded that AI can know that a crime has occurred? 

This preliminary conclusion can be doubted, but it should be used as a reference to 

re-criticize the issue of whether or not AI is at fault in a criminal offense. Thus, AI's 

lack of fault makes it impossible for it to be held criminally responsible. However, it 

must be remembered that this preliminary conclusion is still subject to doubt. We 

are faced with the issue of whether the mens rea element that exists today–in the 

digital era–is problematic or not. On the other hand, perpetrators who are at fault 

are considered capable of responsibility, having the ability to be held accountable. 

E.Y. Kanter and S.R. Sianturi explain that, the ability to be responsible is based on 

the state and ability of the “soul” and not on the state and ability of “thinking” of a 

person.44 

Given that AI does not constitute a legal subject and is not endowed with the 

capacity for legal culpability, as previously delineated, the determination of criminal 

liability in such cases becomes challenging. However, it is worthwhile to examine the 

concept of AI criminal liability as articulated by Gabriel Hallevy. According to Hallevy, 

criminal offenses committed by AI can arise in three possible instances. Firstly, 

criminal offenses that arise due to the intentional purpose of the legal subject in 

utilizing AI against the law. Secondly, criminal offenses that arise due to the intent 

or purpose of the legal subject in utilizing AI not to do something required by law. 

Thirdly, criminal offenses may emerge from the negligence of legal subjects in 

utilizing AI. Subsequently, Hallevy delineates three models of liability in criminal 

offenses committed by AI: preparation-via-another-model (PVM), natural-probable 

consequence liability model (NPCLM), and direct-liability model (DLM).45 

The initial model under consideration is PVM. In this model, AI is regarded as 

an agent that lacks the capacity to perpetrate a criminal offense. In this paradigm, 

AI is regarded as a mere instrument or tool, with the individuals involved in its 

creation and utilization, resulting in criminal offenses, being the true perpetrators. 

Consequently, these individuals are held legally liable for the criminal offenses 

committed by the AI. Within this paradigm, the perpetrator may take the form of a 

programmer who, with deliberate intent, designs AI to perpetrate a criminal offense 

 
44  Kanter and Sianturi (n 27). E.Y. Kanter and S.R. Sianturi formulated that a person can be held 

criminally responsible if the act is against the law (there is no negation of the unlawful nature 
and or the existence of justification). Kanter and Sianturi formulate two elements of the ability to 
be held responsible: the state of his (the perpetrator's) soul and the ability of his (the perpetrator's) 

soul. These two elements constitute the soul, and AI does not have a soul.  
45  Asri Gresmelian Eurike Hailtik and Wiwik Afifah, ‘Criminal Responsibility of Artificial Intelligence 

Committing Deepfake Crimes in Indonesia’ (2023) 2 (4) Asian Journal of Social and Humanities, 
776 <https://ajosh.org/index.php/jsh/article/view/222>; Gabriel Hallevy, ‘Dangerous Robots – 
Artificial Intelligence vs. Human Intelligence’ (SSRN, 2018) 44 
<https://dx.doi.org/10.2139/ssrn.3121905> accessed 31 December 2024. 
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within a specific context. Alternatively, the perpetrator could be the owner or user 

who intentionally utilizes the AI for criminal purposes. This approach to 

accountability is known as strict liability. This approach entails the establishment of 

criminal liability without the necessity of assessing elements of guilt or negligence. 

This is due to the fact that the intentional creation and utilization of AI for illicit 

purposes by the perpetrator may be regarded as detrimental to society. 

The second model is the NPCLM. The NPCLM model places emphasis on 

criminal offenses that occur as a result of faulty or malfunctioning AI systems. A 

notable instance of this phenomenon transpired in 1981, when a robot terminated 

an employee at a motorcycle factory in Japan.46 The robot identifies the employee as 

an obstruction to its task. The AI system embedded in the robot then calculates the 

necessary action, which is to remove the employee by pushing it into the operating 

machine. In such cases, direct criminal liability can be assigned to all parties 

(owners, designers, or supervisors) if they possessed knowledge of the risks that may 

arise. Furthermore, individuals may be held criminally liable if they were unaware of 

the vulnerabilities inherent in the AI systems they utilized. Furthermore, the 

principle of proportional liability can be invoked in instances where the relationship 

between cause and effect varies from one manufacturer to another in a criminal 

offense. 

The third model is DLM. This model treats AI similarly to humans in terms of 

criminal liability. In this model, AI is not regarded as an innocent agent but is instead 

deemed to possess a particular consciousness or mental state in the context of a 

criminal offense. In essence, this model posits that AI possesses the capacity to be 

held accountable for its actions. While the DLM model may initially appear to be a 

complex conceptual framework, it is essential to recognize the significance of its 

contributions to the field. The attribution of mental attributes to AI is a formidable 

challenge in numerous instances. For instance, if a self-driving car is traveling at a 

speed that exceeds the maximum speed stipulated by national regulation, the AI 

technology is deemed to have violated its established responsibilities. The validity of 

this approach is a subject of considerable debate. One particular point of contention 

lies in the potential for AI to be held accountable for breaches resulting from software 

errors or errors committed by AI in self-defense, a concept that could be equated with 

the theory of excuse under criminal law. 

The third fundamental issue pertains to the criminalization of certain 

behaviors. This problem pertains to the question of how perpetrators of 

cyberterrorism crimes committed by AI and/or using AI should be punished. The 

question thus arises as to whether the perpetrators of such crimes are punished in 

accordance with the laws pertaining to the eradication of criminal offenses of 

terrorism and terrorism financing or whether the cyber laws are applied. This 

represents a significant challenge for the reform of Indonesian criminal law, as there 

are currently no regulations in place governing cyberterrorism crimes committed by 

AI and/or using AI. The only existing framework pertains to the use of electronic 

media. It is therefore pertinent to enquire whether electronic media can be 

 
46  Gabriel Hallevy, When Robots Kill: Artificial Intelligence Under Criminal Law (Northeastern 

University Press 2013). 
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interpreted and understood as part of AI technology. The response to this inquiry will 

be provided in the initial and subsequent sections of this discussion. 

Criminal punishment is defined as the sanction imposed by the state (in the 

form of legal authority) on individuals or entities deemed to have perpetrated a 

criminal offense. The specific forms and modalities of punishment meted out to these 

individuals are determined by the overarching objectives of the punishment system. 

In this regard, the fundamental question pertains to the overarching objective that 

guides the imposition of punishment by the State upon entities found to be in 

violation of criminal statutes. The underlying rationale for the formulation of the 

purpose of punishment is predicated on the notion that punishment is essentially a 

means to an end. 

CONCLUSION 

The convergence of significant social transformations and advancements in 

artificial intelligence, coupled with the sustained evolution of cyberterrorism 

offenses, has given rise to novel challenges for Indonesia's national security and 

criminal law enforcement. Challenges for national security was because the issue 

will raise a threat to the Indonesia’s national interests which is the state security, 

community security, and human security. On the other side, it will be challenges for 

Indonesia’s criminal law enforcement. As far as we know that the criminal law should 

protect its legal interests of the state, the community, and an individual. 

To address these challenges, it is essential to recognize two key considerations. 

Firstly, it is necessary to consider the existence of AI and its subsequent 

development. Secondly, cyberterrorism offenses persist in their evolution in 

conjunction with social transformations and the advancement of AI technology. It 

thus falls upon the State, through the Government, to address these two challenges 

through the implementation of anticipatory criminal law policies. The objective of 

this policy is to address the fundamental issue of criminal law reform, namely the 

definitions of criminal offenses, the concept of criminal liability, and the principles 

of criminality/punishment. It is evident that the legal sector plays a pivotal role in 

addressing this challenge, as it provides the government with the necessary authority 

and justification to combat cyberterrorism crimes that employ AI. The 

implementation of fair and just legislation is intended to ensure national security 

while safeguarding the interests of the state, individuals, society, and the nation. In 

this manner, Indonesia can maintain control over the conditions of peace, order, and 

justice. These three elements serve as crucial supporting factors in achieving the 

overarching goal of the Indonesian state, namely the well-being of its entire 

population. 
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